Security

Imize

Max

Empower State Workers and Agencies

2016

Server Admin -
Implement Web
Application Firewall to
Secure Web Hosting

Network Services -
Enroll All Devices in
MDM and Block Client
Access to Email Unless
Using MDM

Security - Enhanced
Asset Management by
Tracking All
WorkStation Inventory
from Purchase to
Surplus

DB Services - Fully
implement Protected
Zone Utilization
Focusing on Systems
with Confidential Data

Security - Implement
Least Privilege Access
Methodology

Communications and
IN.GOV - Redesign
Agency Websites
Focusing on
Consistency, Value, and
Self Service and
Modernize Agency Web
Applications

Customer Services -
Implement Self Service
Password Reset and
Deliver Associated
Training

Network Services -

Develop Automation for

Network / Wireless
Change to Speed
Delivery

Server Admin - Develop
Solution for Application
Performance
Monitoring

Security - Database
Encryption, System
Isolation, and Agency
Security Plans in Place
for Confidential Systems

Security - Drive Risk
Assessment for All
Agencies by External
Party Expert and
Partner to Plan
Mitigation

DB Services - Enhanced
Auditing, Monitoring,
and Reporting for
Threat Identification
and Analytics

Security - Adopt NIST
Framework and Drive
Security Training

DB Services - Expand
Oracle Exadata
Footprint in the
Protected Zone

Messaging and
Collaborations -
Enhance Spam
Reporting Capabilities
for State Personnel

2017

GMIS -Assess, develop,
and deploy an ehanced
Peoplesoft Security
Framework

Messaging and
Collaboration -
Strengthen Password
Policies

Mainframe -
Implement Crypto
Security

Tier 3 - Remove
Administrative Rights
on All Devices Where
Appropriate

Server Admin -
Automate System Builds
Into the Protected Zone
for Consistency and
Enhance Security

GMIS - Assessment of current
and future state for HCM and

ERP

DB Services - Implement High

Performance Database

Technologies to Improve Customer

Satisfaction

Server Admin - Improve Server
Performance and Incident

Monitoring

Network Services -
Develop Network
Intrusion Prevention
Solutions

Security - Enhance
Partnership with
Agencies to Drive
Cybersecurity
Coordination and
Information

Security -Implement
Statewide
Cybersecurity
Training Program

Unified Communications -

Implement Standard IM and
Collaboration Platform across he

State

File Transfer Process

Tier 3 - Upgrade All State Workstations

to Office 2013

Migrate

Customer Services —
Deployment of Enhanced Self
Service Password Reset

GMIS - ERP Gap Analysis for
upgrade to 9.2

IN.gov - Application
Header

Software

Server Admin - Automate

Network Services - Upgrade Network
Cabling to Support Voice Over IP and

Tier 3 - implement
HEAT as new

Fiscal Services - Implement
Data Visualization Tool for
Enhanced Agency
Dashboards

IN.gov — Major
Agency redesign

2018

Security — Threat
identification and
Analytics

Shared Services -
Upgrade Active
Directory

IN.gov - Consolidate
payment processing

2019

Security — NIST
Adoption

Security - SOC
Expansion

DB Services — Finish
Migration of Protected
Data to PZ

Network Services -
Develop Solutions for
DDoS Prevention

GIS - Create data sharing
model with MPH

IN.gov — Achieve Major

App Dev. - Develop DHS Core Redesign

Safety Permits &

Inspection Application DB Services — Oracle Applicatio

11g system upgrade

Service Mgt. — Upgrade
vFire 10.0 and utilize
enhanced

features.

Exadata Outside the
Protected Zone

Messaging and
Collaborations - Migrate
On Premises Content to
Exchange/SharePoint/

CRM Online Telecom a

Server Admin - Enhance Automation for
System Builds in PZ

Unified
Communications -
Migrate Call Centers to

IN.gov — Evaluate new
search solution.

IN.gov/ - Implement
Single Sign on Portal
(Access Indiana)

Shared Services - Implement
Multi-Site high Availability
with Citrix to Reduce Costs

Patching Application

BizTalk -Perform
assessment of Biztalk
Environment

Fiscal Services —
Create Executive
Dashboard and
Enhance Agency

DB Services — Establish
Exadata Environment
Outside PZ

IN.gov — Agency design

enhacement

n

DB Services - Establish Oracle

Fiscal Services — Electronic SOF for

nd Training Svcs.

DB Services — Implement Program
to Track and Procure DB Licenses

Security - File
Protection

IOT GoALS

Maximize Security

Empower State Workers
and Agencies

Improve Customer
Relationships

GMIS - Implement
ERP upgrade to 9.2

Customer Services -
Enhance VFIRE with
Chat and Email
Ticket

Service Mgt. — Expand ITL
framework adoption

Prioritize Projects / Work
and Enhance Delivery /
Success

PSC - Finalize roll out
of 10T resource
management with MS
Project Online

PSC - Expand Project
Budgeting and Cost Tracking
Capabilities.

Ent. Arch. - Expand
Participation in Key

Technology Projects to

PSC - Expand Project
Assurance (PA) Service
for Large Projects.

Service Mgt. — Utilize ITIL framework to assist
IOT transition to operations to project based organization.

PSC - Expand PM Training to
Enhance PM Knowledge
within State

PSC - Expand MS
Project Online usage
to Track I0T Work

PSC - Make PSC Framework.
Processes, and Tools Available
to Other State Agencies and
Conduct Training

Ent. Arch. - Provide Agencies
with Technical Designs and
Develop State Standards and
Ensure Standards Are
Followed

PSC - Develop and Pilot
Project Assurance (PA)
Service for Large
Projects

Dashboard

AppDev -Implement
Service Level Agreements
for Application
Development

Tier 3 - Implement New
Application to Manage
Software Licenses

Fiscal Services - Enhance Overall
Billing Accuracy, Collection, and
Transparency While Enhancing
Agency Billing Dashboards

Service Mgmt. - Implement
Customer Centric VFIRE

Enhancements

Service Mgmt. - Develop
New IOT Services Catalog
and Benchmark IOT Costs

Increase First Touch
Resolution at the Help
Desk

Improve Customer Relationships

Service Management -

Service Management —
Update IOT SLA’s & Enhance
Agency Reports for Liaisons

IOT Service - Develop

Cloud strategy and
governance

PSC - Implement Enhanced
IV&V Processes / Tools for
Large Projects

PSC - Pilot Utilization of MS Project
Online to Track IOT Work for Prioritization

and Capacity Planning

AppDev -Integrate TFS

with Project Online

PSC - Implement Project
Online as Standard 10T PM
Tool and Migrate IOT

Projects

PSC - Centralize IOT Project
Request Processes and Associated

Data in SalesForce

PSC - Define Project Performance
Reporting Service for Large Projects
and Deliver Enhanced

PSC - Implement
Standardized PM Process
and Institutionalize Project
Portfolio Review Board
(PPRB)

Server Admin - Explore
Azure cloud offerings for
State of IN

Service Mgmt. - Begin
Implementing ITIL
Framework

Prioritize Projects/Work and Enhance Delivery/Success



